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Executive Summary

Hearing from young people is the foundation of good practice. Without this dialogue it is
inevitable that adults will be out of sync with the lives young people lead online.

For frontline professionals and practitioners this information is intended tstgsth

practice and form a benchmark against which progressbeameasured. It is carried out

with the Cybersurvey, an online tool developed in 2008 and used every year since then in
several local authoritieszurther research studies will be undertakerih academic

colleagues and the papers made available to all. These results may also be used with young
people in lessons, discussions or debates abesdfety.

The sample

2986 children and young people across the county took part in the Cybersurtrey in
autumn term of 2015. The sample is evebatanced between boys and girthe largest age
cohort is aged 141 years old: 46%, while 30% of respondents are aged between 14 and
16+, 23% are aged 41B. The sample is inclusive and diverse with a wideyeaof abilities.
14% require help with English.

Accesg; Smartphones decrease slightly and tablets increase.

1 77% have a smaghone slightly lower than the 80% who owned one in 2012/3.

1 78% have a tablet (up from 62% in 2012/3)

1 By age 123 years, 79%ave a social network page. This major change in their
online lives requires that they are well prepared at age 11.

1 This sample is young which might account for the low smartphone ownership rate.

State of mindgoverns online health

Young people were askéumbw they feel most of the time, thinking about their life and
future. 50% are happy and confident, with boys more likely than girls to feel thisAQgty,
believeWwill achieve my goalBut 11% feel that they afdot good enough most of the
timeQ14%have worrying thoughts and 16% find it hard to coricate. A strong association
betweenemotional health and online health was found. This does not prove cause and
effecto SG 6 SSy GKS AYyiGSNYSi | yRbuwitcldaly@howdSHiR 2 v Q a
those who areemotionally vulnerable are more likely to experiertbe internet adversely
andtheir conduct can often put therat higher risk than their happier counterpariBhis
finding was echoed throughout on different aspects of online life and forms the strongest
message of this report.

U The midteens were the least likely to say they flHappy and confident most of the
time(and thisagecoincides with a peak in onkrriskbehaviour and encounters



U Those who reported adverse impacts of the internet were the people with emotional
vulnerabilities never happy or confident, never believe they will achieve their goals
FYyR FSSt WL Y y2G 322R Sy2dzZa3kKQ vYz2ad 27F

Online life

Watching films or videos is the most popular activity followed by chatting with friends or
WFAYRAY3I 2dzi GKAYy3IE F2NI K2YSG2N]l kalddzRASE 2 NJ
downloading films or music, more than a third are shopping, 30% goeoidisee the news
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A quarter of children and young people go online to find out about gigs, matches or tickets
and 9% go online to plan travel. 15% go online to find new friends, or talk to new people
and the sae percentage use chatrooms and forums. 15% also like to learn new IT skills,
fixes or codingThe majority use the internet to relax after school or to prevent boredom.
Some say the internet has helped them make a good relationship with someone.

22% of he total sample spergb or more hours a day online but certain young people are
much more likely to do so than their peers:

U By age 1415, 36% are spending more than 5 hours a day online.

Among the most vulnerable children and young peopéatain groups are more likely to
spend more than 5 hours a day online: These include:

24% of young carers

27% of those in care

30% of those with learning difficulties

36% of those with mental health difficulties
20% of those who need help with English
28% of those with speech difficulties

32% of those who cannot hear very well
24% of those with a longstanding iliness
33% of those who are cyberbullied

39% of those involved in sexting
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Hacking Y S | y 2 (il KS NI & s i& mdn famoivgShe feénageiso $han one
in five report this experienc&his may be a form of cyberbullying;.

18% of 1011 year olds say they use a chatroom regularly, but chatrooms lose their allure
andolder teens move away from them after a peak at agel 32

If ten year oldsare spending more than 5 hours a day online and visiting chat rooms or have
a social media page, this should trigger concern about their online lives.



Cyberbullyings stable

21% of the totaNottinghamshiresamplesaid they had been cyberbulli¢d2% in 2012/3).
After several years during which cyberbullying in England increased every year, we are
beginning to see a plateau or a decrease in some areas. This is potentially good news.
Howeverin this sampleéhere remaintoo many young people whoodtell someone what has
happened, buthe situation either remains the same or worsens. Training in effective
responses is recommendetihe age at which cyberbullying is of real concern in
Nottinghamshire is 113 years, at which age students report highdls of cyberbullying.

Parental input

t F NBydGa | LILISENI NBfdzOGFyd (2 GNB FyR fAYAU
than half check games ratings for suitabilityhe least happy and confident children and

young people report low parentahput. What parental input there is drops sharply as the
children grow older almost falling away by the rbébn years.

As seen in 2012/3arents continue to talk to their daughters abousafety more than
they talk to sons.

e-safety educationis better regarded and followed but taught less

U The percentagef studentswho alwaysfollow the esafety guidelines has risen since
the survey undertaken in 2012/13 to 62% up from 4Mdre people think the esafety
education was good and they are more inclineddfow it than in 2012/3 Students who
are in their midteens today are the students who were-1Q years old in 2012/3 when
schools were delivering-gafety to almost every child. Any gains seen could be lost if this
teaching falls away as seems to be ttase.

U The percentage of those who say they were taught aleeséfety in school has declined
from 88% in 2012/3 to 75% in 2015.

Online scams and fraud
Young people appear to be fairly alert to scams and small percentages have bought goods

which turned ait to be fake. 9% have hacked someone else and hacking social media pages
appears common.

Sites in favour of religious extremism or terrorist acts

U NB Young people who werlappy and confident most of the tindvere compared
with those who never feel thigway - the latter were over three times more likely to
have encountered this type of site than their happier counterparts.

30% of young people involved in sexting also said they saw this type ,afesitpared to
13% of young people who had no difficult@svulnerabilities This pattern is seen among
several of the more vulnerable groups of young people.
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In the total sample 8% have seen such sites once or twice and 4% have seen them often.

Meeting up in real life withsomeone only known online
U Of thetotal sample, 19% met up in real life with someone they met online.

Two thirds of the 1213 year oldsvho met upand three quarters of the 45 year olds told
someone what they were going to dé\s many as 84% of the 16 and oage group also
told someame of their ntention to do this The majority explained that they partly knew this
person, through a friend dnad seen them somewhere.

Manipulative relationships

U While experience foa manipulative relationship appears relatively low among the
general population of our respondentlthough more common as teens get older,
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U 30% of those with speech difficulties say they have experiencersne met online
trying to persuade them into sexual activity they did not want, while among those

people who are involved in sexting, 26% said that the images were posted or shared

by an expartner or friend as a form of revenge.

U Although over 90% have rexperience of someone trying to persuade them into
sexual activity they do not want, nor any experience of photo sharing as a form of
revenge after a relationship has ended, the small but worrying numbers within
vulnerable groups show just how devastatagnanipulative relationship can be for
a young person who is already vulnerable, susceptible and lacking confidence.

U Other vulnerable young people with experience of manipulative relationships are
illustrated in the tables on pages 26 and 34.

Sharing exptit or intimate photos

148 young people are involved in shayiexplicit or intimate picture6%). 55 were aged
10-11, 24 aged 143, 155 aged 145 and 13 aged 16+. This behaviour is most common at
age 1415.

16% of those who were sexting said thegre blackmailed or pressured into doing it once
or twice while 4% said this happened to them often.

After they shared the image

1 83% said that nothing happened to them.
1 But 9% were bullied and 4% were blackmailed and told to send further photos.



12% sal they were not prepared for what happened when it got shared with other people
Half of the young people involved said they told nobody although some reported it online.

About
the Cybersurvey

The Cybersurvey has run annually since 2008. It is a tinessdErcomparable data allowing
us to track trends, measure effectiveness of interventions and provide key messages to
practitioners and professionals.

Currently there are over 24,000 young people who have contributed 8vgears. It has
been used in 1lokal authority areasmany repeatedly. While a core of questions remains
for comparison purposes, the survey is continually updated and responsive to current
issuesln some years it has a particular focus on a chosen theme, such ashogyhephobia

in 2011.

The Cybersurvey was developed with the help of four local authorities in the West Midlands,
their e-safety champions, antiullying ceordinators, community safety officers and panels

of young advis@. My thanks are due to the 20@®uth participationteam in Dudley and
their anti-bullying lead for considerable help in development, and to Essex for kindly piloting
the first questionnaire. Various local authority tearhave contributedquestionsover
several yearsESafer Suffolk has played a majotersince 2011in the development of the

tool and | wish to thank Nottinghamshiesd Dudleyfor their further contribution in 2015.

The Cybersurvey has a strong tradition of youth participation. Results are frequently taken
back to young people in the formf workshops to explore the findings amtkliveredto
teachers, inan accredited training pgramme. The findings arghared in books, reports

and presentations(www.esafetyforschools.com

Young peopleanswer anonymously, using a code given to them by their s¢ciadoth can

be used if asafeguardingconcern emerges about that chil&chools are identified only by
codes and the data is held on an encrypted site. We do not share the individual data of any
particular school unless requested to do so by the school, academy chain or local authority.

The survey and the resulting reports are intended as practical useful evidence for
practitioners, they are not academic studies. The goal is to hear from yowyepim order


http://www.esafetyforschools.com/

to influenceor improve esafety educatiorand workforce practice in response to the online
experiences of children and young peopghawever with the kind assistance of Dr Aiman El
Asam, we are now undertaking work on research papers whiethepe to make available
during 2016.

About the sample

This sample was collected in schools and services in Nottinghamshire in autumr228a5.
respondents were achievedfter cleaning The survey is completed online, pupils are
anonymous and schools arepresented by codes given to them by the localocdinator.
The sample is evenly spread between males and females.

The sampleGender

m Boys

m Girls

The largest age cohort is aged-10 years old.
30% are between 14 and 1623% are aged 123.



Age of sample

m10-11yrs
m12-13yrs
m 14-15yrs
m 16+

7'\

Thesample is inclusive and diverse.

The sample: Inclusion, Tell us about you.

| have other special educational need

| have learning difficulties

| have speech difficulties

| cannot hear very well, or at al

| cannot see very well or at all

I have a physical disability

K O2yRAUGAZ2Y 2NX
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| have a long-standing illnes

| am in care (or have been in care

| need help with English

| am a carer

| have none of these difficulties

0% 20% 40% 60% 80%




Identifying who is vulnerable
Vulnerable groups of young people this data has identified include:

Young carers, those in or leaving care, those with learning difficulties, mental health
difficulties, speech difficulties, hearing difficulties, chroritets and those who need help
with English.

Young ceers and those in care particularly requisegeted support. Those who have

learning difficulties are often left for hours playing games online and they are similarly at
risk.30% of those with learnindifficulties spend 5 or more hours a day online, while 36% of
young people with mental health difficulties and 39% of those involved in sexting do so too.

Emotional health indicates vulnerability

In addition tothesevulnerable groups, this year new gragf vulnerable childremave
emerged from the questions on emotional heafth t S2 LJ S ¢ K 2newifdelINR{ &
happy and confiderfRor feel that they aréHot good enough most of the tinffalong with

those who aréélepressed most of the timidavebeen found to bemore likely to beat risk
online.
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Victims of cyberbullying shoullsobe considered at risk, they are the group most likely to
have seen websites in favour of religious extremism and terrorist acts, and also tend to visit
pro-anorexia site more than their peers.

It is clear that those involved in sexting are of comcey definition,but our focus should

also take in additional areas of their online livEs.many of them report spending long
periods online, they also report visiting Stéhat encourage seliarm and suicide more

than their peersHalf of them have met up with someone they only knew onlMaltiple
vulnerabilities overlap, for example those involved in sexting are among the young people
most likely to say they have beegberbullied (41%).

Mental health difficulties

Young people with mental health difficulties were the group most likely to saytheat
internet left me with thoughts and feelings that were upsettifighis suggests that their
mental health difficulty isnade worse by their online experiences, or that they interpret the
online situationor encountermore negatively than their peer&lmost one in five had seen
sites in favour or religious extremism and terrorist acts, and 42% have been cyberbullied.

Those who need help with English

This group of 390 children and young people requires attention to ensure that they
understand esafety lessons fully. Our research in the Cybersurvey shows that those who say



they need help with English, although often oe@ked in terms of online skills, particularly
require targeted support. They appear very active online, 29% spend 5 or more hours a day
online. 24% have met up with someone they met online and 25% have been cyberbullied.
This means they should possibly een as requiring tailoregtsafety support that ensures

their understanding.



1. State of mind
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and also between age groupghe first chart below shows answers on how all respondents
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Most of the time
L FSSt Kb LILIS 50%
| feel I will achieve my goaI; 40%
| feel | am not good enougﬁ 11%
| feel depressed: & m Most of the time

| have worrying thoughts 14%
| find it hard to concentrate | 16%

| just take life as it comeé 52%

0% 1(I)% 2(I)% 30I% 4OI% 5(I)% 6(I)%

How | feel most of the time. By gender
] 0,
| just take life as it comes 55%
o | 1696
| find it hard to concentrate 16%
] m Girls
0
| have worrying thoughts 10% 1%
1 m Boys
7%
| feel depressed 6%
| 0,
| feel I am not good enough %802
| 0,
| feel | will achieve my goals, 46%
] 0
| feel happy and confident 590
0% 10%  20%  30%  40%  50%  60%




Boys are mordikely to just take life as it comes than girls (55% vs. 48%) and far more likely

to say they feel happy and confident (59% vs 42%). Boys are also more likely to believe they

will achieve their goals than girls tend to be, but there is no difference batvike genders

2y FTSStAy3a RSLINBA&ASR 2 NJ FSéhtelnyhat gilslsholildbe y 2 G 3 2
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Exploring the sample by age reveals other differences. While tefteten year olds are the
most positive and hopeful about their lives and the future, optimism fades in the mid teen
years.

Thinking about your life and future, how do you feel most of the
time? By Age.

60%

—&—| just take life as it

comes
50% ——

== find it hard to
\ concentrate
40% == | have worrying
thoughts
30% | feel depressed

=1 feel | am not good

20% enough
=0-| feel | will achieve
; my goals
10% — 3K y9d

= == feel happy and
confident about

0% myself

10-11yrs 12-13yrs 14-15yrs

U With the exception of those who feel depressed most of the time, there are marked
changes as children grow older. They are more likely to struggle to concentrate,
while the percentage who feélappy and confident decreases from 57% at age 10
11,tojust4 atage 145.WL FSSf L Y y20G 3J2B3&84dSy2dzZaAKQ
appears to decrease slightly after thét.K S LISNOSy il 3S gK2 06SftASd
I OKAS@S Y& 3321 taQ Frftfta FNBY nm: (2 om: |



2. Access& Activities

Access to the internet. Totadample.

A mobile phone that can go online (Smartphon HT%

A mobile phone that cannot go on the internel 8%

A tablet | () 7%

A games console that connects to the intern a_ 70%

A social network profile | I 6496

Chatrooms you regularly use _24%

A computer you use at home () 7506

A computer you can use by yourelf at a club, Iibrar- 18%
or café

A computer you often use without adults at _23%
friend's house

A tablet given to you by your school for learnin 9%

0% 20% 40% 60% 80%

Smartphones (77Yand tablets(78%)are very widely used and almost three quarters of
respondents have access to a computer at ho6#6 have a social network they use
regularly and 24% use chatrooms. 70% use a games cofgb6lase school tabletd.small
group useold gyle mobile phones that are not connected to the internet (8%). 18% rely on
using computers in clubs, libraries or cafes while 23% use computers without an adult at a
FNASYRQ& K2dzaSo
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remarkably fast Younger children have adopted tablets over smartphones in contrast to

the midteens.At age 1213,as many ag9% have a social network page and almost 1/3 use
a chatroom regularlyThe attraction of chatrooms appears to wedf after this age.



Tablets

Smartphones

Laptops

51%

Access: 10-11 year olds

Consoles
67%

Smartphones

Laptops

76%

Access: 14-15 year olds

Consoles
71%

Changing patterns in age groups 1011 yrs | 12-13 yrs | 14-15 yrs
Have a social network page 40% 79% 89%

Use a chatroom regularly 18% 32% 29%
P'aS F O02YLIWzGSNI G | FN22% 24% 26%
Use a computer at a clultibrary or café 15% 22% 21%
Atablet given to them by their school feearning | 13% 5% 5%




In several questions we asked what they go online to do. We balanced the questions

between positive and negative experiences with the aim of avoidiqugeationnaire that

focused only on dangers or risk§atching films or videos is the most popular activity
F2t{t26SR o0& OKIFGUGAY3T SAGK FTNASYRA 2N WFAYRAY
Two thirds are gaming, half are downloading films or musme than a third are shopping,

ok: 32 2yt AYyS (2 &aSS GKS ySga IyR 2yS Ay TFAL

A quarterof children and young peoplgo online to find out about gigs, matches or tickets
and 9% go online to plan travel. 15% go online to fiad friends, or talk to new people
and the same percentage use chatrooms and forutb8s also like to learn new IT skills,
fixes or coding.

What do you go online to do?

To post photos/videos 41%
To chat to my friends 70%
For gaming 68%
To download music or films 51%
¢2 FAYR 2dzi GKAy3a RO0S &
To share what | am doing 20%
To watch videos or films 18%
Shopping 3%

To plan travel %

To find out about gigs, matches, or ticket 26%
To find new friends or talk to new people 150
To use chat rooms and forum 15%

| like to to learn new IT skills, fixes or codir 15%

To see the news 30%

0% 10% 20% 30% 40% 50% 60% 70% 80%

By the age of 1:43 almost half are posting photos and videos (48%) 78% are online chatting
with friends, 50% ardownloading music or films, 76% are seeking information for

schoolwork, 24% are sharing what they are doing, 78% are watching videos or films and 40%
are shopping. 16% go online to find new friends, or talk to new people and 14% like to learn
new IT skillsfixes or coding. 1/3 go online to see the news. In this question fewer said they

go online to use chatrooms than in the previous question which suggests some confusion
over the access question.



Here only 17% said they go online to use chatrooms and forums whereas in the previous
guestion 32% said they had a chatroom they use regularly.

¢tKSe 3J2 2yfAyS G2 OKIFG G2 TFrYAfte Ay 20GKSNI LI
FIFA, to play gamewatch movies, watch all types of sport, they watch tv shows, find new
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images.| also watch videos gautubebut,| only watt things i am comfortable
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Yexting my friemds meeting new people seeing the latest gossip and
g1 0 OKA Y IANRSI205d2D S

Hrowsing and reading about stuff that has happdrike on the news or on
social websites or watching videos of famgastuberslike zoell&

WNetflix, snapchat and pintre&t

WYommunicating with my friends, making new friends bsténing/
watchingYouTube&ideosQ

Wstening to music, going on tumblr sometimes and chatting to my friends i
know in real life

(Play onlinggames on my games conSofp Q

Walking to friends and gaming as a ps4 pl&yer

W{ K2LILA Y 3IQ

WwSaSHENOKAY3I LI IFOSa (2 3200

Being able to chat in a group with myefnids to organise things and stalhat
we will be doinglike on a Rday night or during SaturdayQ



How much time do you spend online in a day?
All.
More than 5 hrs 22%
4-5hrs 10%
3-4hrs 16%
2-3hrs 22%
1-2hrs 30%
0% 5% 10% 15% 20% 25% 30%

The changing patterns of online time are shown in the chart beldve percentage who
spend 5+ hours online per day rises steeply with each age group from 1194 bfyg@r
olds, until by age 145, 36% are spending over five hours a day online.

How much time do you spend online in a day? By Age

50%
45% \ 1 -2hrs

40% \
\ 7 -3NrS
\ /

30%

e 3-4hrs
25%
20% e 4-5hrs
15%
10% e More than 5
hrs

5%

0%
10-11 yrs 12-13 yrs 14-15 yrs

Sending more than five hours a day online may be a fairly arbitrary measure but it turns
out to be revealingPeople who spentengthy stretche®nline also reported adverse
impacts ortended to beunhappy, depressed or risk takers.



People who spend morédnain five hours online each day are more at risk in several ways.
They may be looking to their online life to compensate for something lacking such as friends
or affection, validation and affirmation from other§hey may react intensely to incidents

that occur online.

These people spend lengthy periods online per day:
5+ hours online

24% of young carers
27% of those in care
30% of those with learning difficulties
36% of those with mental health difficulties
20% of those who need help with English
28% ofthose with speech difficulties
32% of those who cannot hear very well

24% of those with a longstanding illness

33% of those who are cyberbullied

39% of those involved in sexting

Fl’iendS Instergram SOClaI
Media Homework FINI ngNethiXFace bOOk Mates

VIdeoSTalking to
People Friends Tube G AIMEeSboing

Y outube viceos MUSIC picureslNStagram
Minecraft ShOpp'ﬂg Football XbOX

What do you enjoy most online?
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3. Parental input

About parents/carers. All.
. . . 30% ‘
Do they try to limit the time you can 41%
spend online? 29% m No
3506 B Sometimes
Do they check that games are rated O 26%
for your age group? 300 m Yes
_ 31%
Do they check that films are rated O 28%
for your age group? 41%
_ 8%
Do you listen to your parent/carer's 35%
advice? 570
. 65%
Do you download films/TV content 18%
that they do not know about? 16%
0% 20% 40% 60% 80%

Parents appear to take least interest in limiting the time their children spent online (29%) and
relatively little interest in games ratings (329Ut as expected, parental input is highest for the
younger respondents:

When their child is aged 101 years old, 57% check that films are suitable, 54% check games ratings
YR op: £ AYA Gonink GarNtheOiffdrniaiof én pargntel $iput at different ages
please see the chart below.)

pTe: 2F OKAfRNBY YR @2dzy3d LIS2LX S ale (KSe& R2
downloading films or TV content that their parents do nobknabout.

t A3

Parental input in terms of limiting the time spent online by their child and the content viewed: such

as TV and film content, or checks on the suitability of games, drops away sharply by age 12 and may
take other forms such as discussions aroerséifety and online lifeBy the midteens 23% of

respondents download film/TV content that their parents do not know about.



Parental Input by Age Group

60%

50% \\\
40%

== Limit my
time online

o
F 2o \ — Check games
2 30% ratings
<

20% \

10% Check films

are suitable
0%
10-11yrs 12-13yrs 14-15yrs

U Parental input was reported as low by those young people who are never happy and
confident.



4. Online Experienceand
Impacts

Able to look
after myself
online 91%

Met older Gambling
sites 9%

Social media

hacked22% person6%

4% Tricked
into buying
fake goods

9% hackec
someone

Online experiences 145 year olds

Young peoplaaturallybecome more adventurous and skilled online with each succeeding year as
they grow and mature. Equally they can become exposed to violence or racism or other unwanted
content. They also encounter aggress@med at them

In the tables that fobw, the experiences of different age groups are set out so thsafety
messages can be tailored and age appropriate.

Some behaviour becomes entrenchedrldwide, such agyoung people increasingly download
movies or music and expenbt to have to pay for them.

U 2SS y24S | tS@St 2F KIFIO1Ay3a Ayd2 20KSNJ LIS2 LI S
the midteens. If a young person reports having their social media page hacked it is
recommended that practitioners look into thiSS NE 2 y Q& 2 yW they fBel dbdufF S | y R |
themselvesand their future. In research we undertook 8014 Cybersurvey data it was
found that having social media hackeds often a sign of other more serious online issues
going on in the life of the targetl young person.



Young people feel very confident that they have been able to look after themselves on line at least
occasionally. This may be because they have not encountereskeaioyisdifficulties yet, or because
they were able to solve problems for themselves. It may be youthful awdidence but it is
encouraging that they feel so resilient and competent.

ONLINE EXPERIENCES 10-11yrs | 12-13 yrs| 14-15yrs | 16+
LQ@S W2FGSyQ R2oyft 21 R|9% 17% 30% 35%
paying

Ever had your social media account hacked or 10% 20% 22% 27%
password stolen? Yes once or twice + often

Evervisited online gambling sites. Yes 6% 6% 9% 9%
Ever had credit card details stolen and used. Yes| 2% 3% 3% 5%
Have you ever been tricked into paying for 10% 8% 6% 9%
something online you did not want to buy? Yes

Have you ever been tricked into buyifake goods | 6% 6% 4% 8%
¢CNASR (G2 KIFOl a2YS2ySQ|l4% 8% 9% 14%
Believed someone interested in me was a young | 7%(81 69%0(35) 69%0(39) 11%
person but they turned out to be much older people) (14)
Been able to look after myself onligenceor twice + 86% 90% 92% 16%
often)

Have you come across websites trying to sell you| 8% 23% 32% 38%

stuff that might be illegal®nce or twice + often

Have you come across websites that dare you to ( 13% 21% 23% 24%
risky things?res Once or twice + Often

Have you come across websites in 1011yrs | 1213yrs | 1415 | 16+
favour of religious extremist views or yrs

terrorist acts?

Yes once or twice 3% 8% 13% 20%
Yes often 2% 6% 7% 5%

( U Sites in favour of religious extremism or terrorist acts
NB Young people who were happy and confident most of the time were compared with
those who never feel this waythe latter wereover three times mordikely to have
encountered this type ofite than their happier counterparts.
0 30% of young people involden sexting alssaid they saw this type of site compared to 13%
\ of young people who had no difficulties or vulnerabilities.




Have you come across websitesch as 10011y 1213} 1415 | 16+
yrs yrs yrs

these?

| have come across websites that display npa¢ures of| 5% 7% 16% 19%
videos that | did not search for? (Often)

| have come across websites that display very violent| 5% 7% 12% 16%
pictures or videos that | did not want to see? (Often)

| have come across websites that promote violence, 6% 15% | 32% 44%
hatred, orracist views? (Often + once or twice)

2dzy3 LIS2LX SQ& SELISNARSyOSa 2F 6SoaridsSa GKI
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age 12 upwards until at age 16, 44% have encountered this type of coAtaiie same time
cyberhomophdia appears low. It i factlow in the total sample but the reverse is true among the

more vulnerable groups where it features more strongly among students who report mental health

difficulties and those with speech difficulties.K 2 a S

g K2

l.".]
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in 5 of them have experienced online bullying or aggression that is homophobic .

Have you experienced any of these? 10- 12- 14| 16+
11lyrs | 13yrs 15yrs
Bullying or aggression aimed at LGBT or gay people | 3% 4% 5% 2%
Bullying oraggression that is racist 4% 5% 4% 6%
Bullying or aggression because of disability 2% 3% 3% 4%
Aggression that is sexist 4% 4% 5% 5%
Threats to harm someone 8% 12% 10% | 8%
| have seen this happen to others 10- 12-13yrs | 14 16+
11yrs 15yrs
Bullying oraggression aimed at LGBT or gay people | 12% 31% 39% 52%
Bullying or aggression that is racist 13% 31% 40% 54%
Bullying or aggression because of disability 9% 24% 33% 42%
Bullying or aggression that is sexist 9% 24% 33% 43%
Threats to harm someone 10% 26% 35% 13%




| have done this to others 16+
Bullying or aggression aimed at LGBT or gay peopl 1% 5% 3% 2%
Bullying or aggression that is racist 1% 1% 4% 2%
Bullying or aggression because of disability 1% 5% 2% 1%
Bullying or aggression thatsexist 3% 1% 2% 4%
Threats to harm someone 1% 4% 4% 5%

The extent to which all groups of young people are visitinggmorexia websites is illustrated in the
chart below which compares online experiences of those involved in sexting , with thoseaevho a
cyberbullied and finally with those who are happy and confident most of the time.

Online experiences. Comparing those involved in sexting, those
who are cyberbullied and those happy and confident.
Have you seen sites that:

Are in favour of religious
extremist views or terrorist acts?

Dare you to do risky things?

Promote violence, hatred or
racist views?

m Happy & confident
Display very violent pictures or,
GARS2a G(KIFG &2 y2ad| ¢l yi G m&yberbullied
Display nude pictures or video$ = Involved in sexting

that you did not search for?

Often seen sites that promote
self-harm or talk about suicide

Urge people to be very thin

Try to sell you stuff that might
be illegal?

0% 10% 20% 30% 40% 50% 60%




5. Vulnerable groups
online

Some young people emerged in our earlier research as vulnerable online. These are:

U Young carers, those in care or leaving care, those le@ming or speech difficulties,
those who are hard of hearing or who have a longstanding iliness.

They are studie@long with people who have

U Mental health difficulties and those who need help with English as the groups who
were most vulnerable online.

They are joined by those who are either cyberbullying victims or involved in sexting. Their
online lives differ markedly from their peers. Their experiences are far more negative and
troubling and yet they tend to spend a lot of time onlie this reportwe have studied

them alongside the new groups developed through questions about how young people feel
about their life and future(Pages 30/31)

While the majority of young people are resilient and capable online, many take risks but still
manage to takeare of themselves or solve problems they encounter, but for these groups
we have called vulnerablelife is entirely different.

¢t KSNBE Oly 0685 vy aafetyzdo&ition that Sits Alllagea and dll ttades &f mind
and circumstances.

What thisfurther illustrates is the way in which a positive statistic in the whole sample can
mask troubling messages from a few young people such as these.

Those involved in sexting appear troubling in many other areas of their online lives: They
have the higlst percentage of their group spending more than five hours a day onlineland
30% of them have seen sites in favour of religious extremism or terrorist acts. 41% ofjthem
have been cyberbullied and 52% have met up with someone only known online. 26% jhave
been the victim of revenge sharing of personal or humiliating photos.

\

*Marked in red are figures which are particularly high



NOTTINGHAMSHIR | have lama|lamin| | havg | have I need | I have I | have a Cyb.erC Not !nvolved
none of carer | care Igarmng mental help speech cannot | long bullied | Cyber | in

CYBERSURVEY 201 these difficulties | health | i difficulties | hear standing bullied | sexting
By Adrienne Katz fOf ggfé%ultles difficulties English very iliness

well if
Youthworks

at all
LYGSNYySiaG w270944% 5% 9% 10% 16% 6% 10% 7%* 9% 13% | 3% 14%
depressed
LYGSNYySiad w270G45% 7% 8% 11% 15% 7%* 9%* 12% 5% 14% | 4% 17%
edgy & nervous
LYGSNYySid w27FaG45% 7% | 7% 10% 8% 9% 7% 7% 8% 8% 5% 17%
school/college work
LYGSNYySid w27FG47% 8% | 8% 8% 16% 9% 9% 5% 9% 15% | 5% 19%
difficulties with my friends
LYGSNYySiaG w27044% 8% 13% | 8% 11% 6% 10% 12% 13% 9% 3% 13%
difficulties withfamily
LYGSNYySia w27aG46% 9% | 9% 15% 18% 11% | 12% 15% | 11% 19% | 4% 24%
thoughts & feelings that were
upsetting
LYGSNySad w27Fi0915% 20% |20% | 18% 21% 21% | 26% 25% | 16% 25% | 14% |31%
and sleepy
LYGSNYySad w27Fia458% 53% |56% | 55% 58% 56% | 55% 55% | 51% 62% |56% | 60%
relax after school
| spend 5+ hours per day onlin 20% 24% | 27% | 30% 36% 29% 28% 32% 24% 33% | 19% 39%
WhTiSyQ GAari 3% 3% | 3% 1% 9% 5% 5% 1% 5% 9% 2% 14%
seltharm/suicide
Someone you met online tried| 8% 9% 17%* | 10% 15% 9% 30% 22% 13% 19% | 5% 28%
to persuade you into sexual f]m't')ers

activity you did not want




NOTTINGHAMSHIRE | ! have f lama| lamin : havg I ha\;eI I need | I have cannot | | have a | Cyber | Not Involved
none o carer | care earnin menta ' i
CYBERSURVEY 2015 thass difficult?es it he.3Ip spe?ech. hear long . bullied Cyper in .
. 1ese et with difficulties | very standing bullied | sexting
By Adrienne Katz for difficulties difficulties Enalish wellif | illness
Youthworks 2288 g
at all
Have ever seen sites in favour 13% 12% | 10%* | 8% 19% 11% 18% 17% 13% 23% | 9% 30%
or religious extremism or
terrorist acts * Small numbers
I @S W2F0SyQ 412% 11% | 7% 8% 21% 11% | 11% 14% | 10% 20% |10% |26%
anorexia sites
Experienced threats tbharm 7% 10% | 12% | 15% 20% 11% 21% 14% 17% 26% | 5% 20%
Met up with someone known | 16% 25% | 28% | 20% 24% 24% 28% 23% 15%* | 28% | 15% 52%
only online
Ex partner/friend shared 5% 11% | 15% 10% 15% 9% 6%* 2%* 11% 17% | 3% 26%
images in revenge
Involved in Sexting 4% 11% | 11% 10% 11% 12% 15% 7% 7%* 11% | 4% 100%
Cyberbullied 19% 18% |28% | 27% 42% 25% 37% 40% 29% 100% | 0% 41%
Bullying/aggression LGBT 2% 6% 8% 8% 13% 6% 12% 8% 9% 12% | 2% 11%
Bullying/aggression racist 3% 6% 5% 5% 7% 7% 9% 7% 6% 11% | 2% 10%
Bullying/aggressiodisability 1% 3% 3% 13% 11% 5% 11% 3% 5% 7% 1% 6%




6. Meeting up in real life

3 people aged 101 years old met up in reafdiwith someone they met online.
83 people aged 123 did so (15%)

132 people aged 145 didso (21%)

27 peopleaged 16+ did so (22%)

Of the total sample, 19% met up in real life with someone they met online.

=A =4 =4 4 =4

Before they met up, one of the 101 year olds told someone what they were going to do. The
LISNBR2Y 61 a y2i Wesdeyt 2 hoyfs tdgethedibkcaugerknew each other before
0dzi KI R y STEeStér s did ndzadévier subsequent questions.

Two thirds of the 1213 year oldsnd three quarters of the 145 year old$old someone what they

were going to do.As many as 84% of the 16+ age groyo &bld someone of their intention to

meet up with someoneThe majority explained that they partly knew this person, through a friend

or invited them to their partyW ¢ K S& ¢ S NXB is & awanion them&. Nshe®ty3 Rars with
them,Iwasalsé A G K Y& 06Said FNOSHNRKIHFWRR IYNBIRE &BBYQ 1 KSY:
0§KSY LINBLISNI@&Q

An analysis of the words they used in the open question produced this image:

Friend...Couple of Hours ot Long
School

How long did you spend together?
Theolder students tended to give explanations for their reason for meeting up such as:

Y &t too long, both of our mothers were theaad had talked about it befor@here's also a
community for adpanese fashion where we all join a facebook group and npeeaiithh people in

the area n to the fashion. &h time my parents travel with me and they always double check there
is a responsible adult in the area to look aftez for the time we are therealways have fun and

feel safe at these meetupand we're 3 genuinely interested ithe fashion. V& all look after each
other and there has never been a fake or protester or whatever come to a meet up.

Y Wwhile because | met them through a friend and that spoke to them ablibe

Yt wasn't long they was a frienaf a friend so | was with them alsowas most probably a hour or
soQ

76% of the 1415 year olds had told someone what they planned to do.


https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D

GOIﬂg Mother M Um Famlly Friends Random
Parents

Meeting Up with someone known online.
If you were worried about anything that 34%
happened, did you tell someone? AL1%

Did you meet somewhere out side of @.6%0
your county? 12%

Did either of you travel a long distance t 15% m 14-15yrs
14
meet? ° m12-13yrs

88%

Was the person you met about the sam
86%

age as you?

Did you take anyone with you when yo 9%

went to meet up? 1%

0% 10%20%30%40%60%60%70%80%00%

2 KAfTS Y2alh 2F GKS wWYySSidz2aJaQ 6Syid éAGK2dzi I KAGOK
nevertheless largaumbers were worried about something that happened and told someone about
this:

1 34of those aged.2-13 (41%)
1 43of those aged 4-15 (34%)
1 5 16+ year olds (20%)

did tell someone about something that happened that they were worried about.


https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
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https://www.surveymonkey.net/analyze/nOcpxkoHdxT3PMnD54JhEyMvbBook7Iw1JdK_2F8MaFME_3D
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/. Has theinternet
affected you?

When respondents were asked whether the internet affected theme, positive sides of young
LJS 2 Libtedn@tiusewasseen Apart from thereasons they gonline explained in chapter, Zhey
alsooften use it to prevent boredom (P&) and often use it to relax after school (57%).

But 17%of young peoplare oten left tired and sleepy by it.

8% reportthat the internet left them withthoughts aml feelings that were upsetting.

6% believe it often affects their schoolwork.

6% also ay it often leaveshem feeling edgy and nervous.

5% are often left feeling depressed.

The internet can cause difficulties in relationships: 6% said it often caused difficulties with a
boyfriend or girlfriend. 5% said it often caused difficulties withitf@mily and 8% cited
WRAFTFAOdL GASa 6A0GK FNASYRaAQO®D

[T e R e R e

However this picture changes when we look at age groups and the more vulnerable students. The
percentage who ae left feeling depressed increases to 8% of the$é §dars old and 12% feel they
are left with thoughts and feelings that were upsetting. The internet is said to have cangesl
difficulties with friends (14%) and family (7%) by theeien years. But it is a source of enjoyment
and relaxation for all age groups.

Girls are slightly more likethan boysto say:
U The internet caused difficulties with my friends 9% vs 6%
U The internet has often left me feeling edgy and nervous 7% vs. 5%
U The internet has left me feeling depressed, 6% vs. 4%

U The internet has left me feeling tired and sleepy 18%%s.



Has the internet affected you in any of these ways in the lastek? All.

Caused difficulties with your friends

Caused difficulties with your family

Caused difficulties with your,
girlfriend/boyfriend

Left you feeling tired and sleepy

Affected your school or college work

Left you with thoughts and feelings
that were upsetting

Left you feeling edgy and nervou

Left you feeling depressed

Helped you relax after schoo

Stopped you feeling bored

64%
28%
8%
78%
17%
5%
84%
10%
6%
44%
39%
17%
7500
19%
6%
67%
24%
8%
73%
21%
6%
T9%
1580
5%
14%
28% m No
7%
1 B Sometime
8%
[
21%
71%
0% 20% 40% 60% 80% 100%




Stopped you feeling bored

Helped you relax after schoo

Left you feeling depressed

Left you feeling edgy and nervou

Left you with thoughts and feelings tha
were upsetting

Affected your school or college work

Left you feeling tired and sleepy

Caused difficulties with family,

Caused difficulties with friends

How does the internet affect you? By Age.

0% 10% 20% 30% 40% 50% 60% 70% 80%

m 16+

m 14-15yrs
W 12-13yrs
m10-11yrs

The midteens the 1415 year oldsteport the highest levels of family conflict in connection with the
internet and as teeagers get older they arencreasinglymore likely to say thathe internet left me

A 2 4 oA o~

The total sample masks problems facing vulnerable children

Ly GKAa G2a0GFf alFYLXS GKSaS WRATFAOMZ 6ASEAQ
when we examine the vulnerable groups and those who have emotionalrabitides, we see that

LILIS | N

they are disproportionately affected by their interactions online and by the way the internet causes

difficulties with friends and family or impacts their emotional life.



Those who feelepressed most of the tim&@eport that in contrast to their peers who hardly ever
or never feel depressed:

My:: Kl @S Q2 FandefiQsited cdmpared Rith LIYP

d@: KIF @S W2FGSyQ @A &hani 6rRuicilé\contpared$o2®@ 2 dzNI I A y 3
20% say the internet has caused difficulties with my friends compared to 5%

18% say the internet has caused difficidtigith my family compared to 3%

49% have been cyberbullied compared to 15%

=A =4 =4 4 -4 4
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Hp s KIE @S W2 FandBefi@sitea8A a4 A G SR LINE

HE: KIF @S W2FGSyQ O A-BakmioBsRicideA 6 Sa Sy O02dzNI 3Ay 3
14% sayhe internet has caused diffulties with friends and family

41% have been cyberbullied

= =4 =4 4 =

Victims of cyberbullying are more likely to say that the internet causes difficulties with friends;
they are also more likely to visit panorexia and pro seliarm a suicide websitesl in 5 said

0 KSe v praabofeia websites while 1 in 4 of those involved in sexting say they often
visit pro-anorexia sites.

U The difficulties are hiddewithin the broader population of young peopéend often not
reported by the young people involved. This data shows the need for a screening or
assessment tool, thelpidentify who might be in need of targeted or intensive support.
It also illustrates that emotional health over ridesafety advice

These messages are illustrated in the table that follows.

oc’: alé& GKS AyidSNYySit Kra w2F4SyQ t€ST¥4G YS 44
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Nottinghamshire CYBERSURVEY 2015 | am | hardly | hardly | feel | mostly | I never | Cyber | Involved in

happy and| ever/never | ever/never | depressed| feel | feel bullied | sexting
BY Adrienne Katz for Youthworks confident | foq) feel  am not| most of am not | happy + 148

. . 91 are 12+
most of good the time | good confident
. depressed

the time enough enough
Threats to harm received online 7% 5% 6% 24% 22% 33% 26% 21%
Victim of revenge sharing by -gxartner/friend 5% 4% 4% 17% 15% 12% 17% 26%
Been Cyberbullied 14% 15% 14% 49% 43% 41% 100% | 41%
Often visit sekdharm/suicide sites 5% 2% 3% 9% 8% 20% 9% 14%
Met up in real life with person known online 16% 8% 15% 32% 26% 26% 28% 52%
Involved in sexting 5% 5% 4% 15% 11% 10% 11% 100%
Internet has often left me tired and sleepy 11% 4% 11% 34% 30% 41% 25% 31%
Internet has often left me with upsetting thoughts and feelings 4% 4% 3% 28% 27% 36% 19% 24%
Spend 5+ hours per day online 17% 18% 17% 42% 34% 44% 33% 39%
Victim of cybethomophobic bullying/aggression 3% 2% 3% 17% 12% 20% 12% 11%
Wh TGSy Q cadosetaivBiRited INR 15% 10% 9% 18% 20% 25% 20% | 26%
Have ever seen sites in favour of religious extremism or terrof 6% 10% 9% 9% 23% 20% 24% 30%
acts
' @S W2FGSyQ o6SSy |oftS (G2 f{44% 43% 58% 40% 43% 45% 46% 44%




I am I hardly I hardly | feel I mostly | | never Cyber | Involved in
_ _ happy and| ever/never | ever/never | depressed| feel | feel bullied | sexting

Nottinghamshire CYBERSURVEY 2015 confident | feel feell am not| most of am not | happy +
BY Adrienne Katz for Youthworks most of depressed | good the time | good confident

the time enough enough
WhTFGaSyQ aSS sSo0aridsSa LINRPY2G|5% 15% 5% 8% 9% 10% 12% | 18%
Wh F ( Ssife’ displSyhg very violent images/videos 6% 7% 6% 13% 10% 10% 15% | 21%
Someone you met online tried to persuade you into sexual 6% 6% 5% 18% 17% 20% 19% 28%
activity you did not want
Are there ways in which the internet helped you make a good| 39% 38% 38% 56% 57% 57% 60% 61%
NEfl GA2yAaKAL) gAGK a2YS2ySK
Internet often caused difficulties with my friends 5% 5% 4% 20% 16% 14% 15% 19%
Internet often caused difficulties with my family 3% 3% 2% 18% 13% 14% 9% 13%




8. Manipulative
Relationships

A block of questions was developed to explore manipulative online relationships.

U Respondents were askedave you ever felt someone was trying to control you through
smartphone or social media?

After the age of 12 years, 16% s#itlad happened to them once or twice.

Ages 1215yearssaid:’: Kl R S E LIS NA Sy OS Ro dvsohtiem(P2cF DS year Ay
olds).. dzi AdG ¢l a Y2NB 02YY2y |4 3S mcX 6KSy Al
respondents in this agergup. The answers below represent those who had experienced this
behaviour in a relationship.

Manipulative Relationships. By age.

m 16+
Has an ex-partner or friend tried to take
revenge by sharing/posting personal M 14-15 yrs
images?
m12-13 yrs
m10-11 yrs

Has someone you met online tried tc
persuade you into sexual activitiy you
did not want?

Have you ever been made to feel

uncomfortable or scared by someone

online who tried to make you give
personal details?

Have you ever been asked to give ou
SNS passwords to a close friend?

0% 5% 10% 15% 20% 25%




Being pressured to share passwords with a close friend is commonly experienced among young
people aged 12 and over-dafety education could focus on urgipgung people to regularly change
their passwords.

U While experience o fa manipulative relationship appears relatively low among the general
population of our respondentsising with age groupsi KS W@dzft Yy SNI 6t SQ 3 NP dzLl
story.
U 30% of thoseavith speech difficulties say they have experienced someone met online trying
to persuade them into sexual activity they did not wamhile among those people who are
involved in sexting, 26% said that the images were posted or shared bypartagr or
friend as a form of revenge.



9. Cyberbullying

Young people were asked if they had ever cyberbullied someone else.
2% of boys and 3% of girls admitted that they had done so.
Do you think you have been cyberbullied?

18% of boysaid yes
24% of girlsaid yes
21% of the total sample said they had been cyberbulli¢d2% in 2012/3).

509 people had been cyberbulligBoys were more likely to report it online than to tell someone
about it whereas girls preferred the face to face option. If boys told somgbeg overwhelmingly
chose parentdut their reticence remained(ltold)# @ RIFRX o0dzi L RARy®® §(Sf f

Wope. | kept it to myself as | knew it would probably mean my access to the internet being restricted

If you were cyberbullied, did you tell anyone? Boy Girl
| told nobody 31% 25%
| told someone about it 43% 60%
| reported it online 27% 16%

to prevent it from happening agaitV

Did the cyberbullyingstop after you told someone or asked for help?

Yes 66% 62%
It stayed the same 24% 27%
It got worse 10% 11%
(A troubled group )

Victims of cyberbullying appear throughout this survey in situations where they are at risk, 11% are
involved in sexting and 30% have seen websites in favour of religious extremism and terrorist &cts.
26% of them have often visited pamorexia websites ah14% often visit websites encouraging sejlf
-harm or suicide28% have had someone try to persuade them into sexual activity they did not
Qvant. Over half (52%) have met up with someone they only knew online. )




Does age play a part?

| have been cyberbullied
30% - 26% 26%
23%
25% -
18%

20% -
15% -
10% -

5% -

0% T T T T

10-11yrs 12-13 yrs 14-15yrs 16+

Cyberbullying is tatively low among 1411 year olds but strikingly at age-12 it is at a peak. It is
among this age group that work needs to be focused. Tht5lylear olds report a level of
cyberbullying which is commonly found among these-teiehs, but it does appedo have stopped
rising and is amenable to delivery of good practice.

Among the older students it is prevalent but numbers are relatively small in this sample.

A decrease in cyberbullying has begun to appear in different samples of the Cyber&imnesging

at first among one or two age groups, the following year it seemed to have decreased among all
ages. (Suffolk 2014/5). This may be happening in Nottinghamshire too, but it is too early to be
certain. There is certainly a slight drop this year.



10. @extingd

148young people are involved in sharing explicit or intimate picty@®%) 55 were aged 141, 24
aged 1213, 155 aged 145 and 13 aged 16+. This behaviour is most common at a&.14

Below are the reasons they gaver sharing these images and the number of times they did so.

Involved in sharingmages

m often
| thought I looked good

| wanted to see what reaction I'd ge
from the other person/people

m once or twice

| just tried it for fun

| was in a relationship and | felt it wa|
expected

| was in a relationship and | wante
to

| was tricked into doin git

| did not want to but felt | had to

| was pressured or blackmailed to d
it

0% 5% 10% 15% 20% 25%

After they shared the image

1 83% said that nothing happened to them.
1 But 9% were bullied and 4% were blackmailed and told to send further photos.
1 12% said they were not prepared for whHeppened when it got shared with other people.

WeKSe GKNBFGISYSR YS 6AGK YdzZNRSNAy3 Yeé OFaQ
WL aSyid | K202 GKSy AlG 320 &aKFENBR (2 (GKS K2t S

WL LRAGSR | aStFAS YR y20KAYy3 KILLSYSRQ



WL 320 Ayid2 olFR GNRdzmf SQ
My friends just said positive things
People asked me why | was dancing topless on YouTube.

113 people told someone what had happened to théfar the majority of these people the
LINPOESY A0G2LIISR ocm:0 o0dzi F2NI mn LIS2LX S (GKAy3Ia 2
Wayedthesam@ y R | FdzZNIKSNJ mp alFAR WAG 320 g2NBRSQ T4

Half of the young people involved dahey told nobody although some reported it online.

34% told friends

19% told parents/carers/ family
11% told a trusted adult

7% reported it online

50% told nobody

= =4 =4 4 =4

U Who is most likely to be in the group involved in sharing explicit images?

11% of young aas
11% of young people in care
10% of those with learning difficulties
11% of those with mental health difficulties
12% of those who need help with English
15% of those with speech difficulties
7% of those with hearing difficulties and those with a cheadlimess
11% of those who have been cyberbullied
Emotional Health isa predictor of this behaviour
15% of those who feel depressed most of the time
11% of those who hardly ever or never feel they are good enough
10% of those who hardly ever or never feappy and confident
are all involved in image sharirgpmpared to:

4% of those who have not been cyberbullied

4% who have none of the above difficulties, needsesponsibilities

5% of those who feel happy and confident most of the time



11. Esafety Educdion

The Cybersurvey has run for 8 years during which a paltasemerged and stayed unchanged.
Those ged 1011 years olattempt to follow the-safety guidelines, whereas the 1% year old
tend to drift away from following what they havieeen taughtin 2015 in Nottinghamshir&7% of
the mid-teens said theylwaysfollow the guidelinesyup from 31% in 201343% follow them
YazzyYSiAaySaoQ

U0 62% of the total sample say th&8jlway<Iollow the guidelinesup from 41% in 2013.

Were you taught how to stay safe online?

80% 75%

70%

AN0/
UVU770

60%

50%

40%

30%

20% 14% o = 14% pt

jil
S

0%

| have not | was shown |was shown |learned at |Ilearned from |learned from | learned at
been taught by by another school or a friend a website  out of school
parents/carers  relative college clubs

18% of those aged 145 say theyhave not been taught to stay safe onligéhis is the largesage
group giving this answer. (16% of those age 16+, 13% of those ageaiti 11% of those aged-10
11 years).

If you have been taught to stay safe online howad was this information?
Very good 52% up from 38% in 2012/13

Quite good 41% down from 51% in 2012/3

Not good enough 4% down from 6% in 2012/3

Useless 3% down from 4% in 2012/3



If you have been taught to stay safe online, do you actually foll@sdlguidelines?

If taught, do you follow the guidelines?

Never
2%

Not really
5%

U Endorsement of the esafety education has increased this year along with adherence rates.
More people think the esafety education was good and they are more inclined to follow it
than in 2012/3.

62% say they always follow the-gafetyguidelines compared to 41% in 2012/3

r ale (GKSe R2y Qi NBlIffa 2N ySOSNI F2tt26 (KS

Reasons for their choicrot to follow the advice

W. SOl dzaS a2YSUiAYSa (GKAY

L

4 2dad R2yQid ySSR (2 08
Sometimes, some informétiy’ A& dzyySOSaal NBE FyR a42YS |NB 2dzai

W{2YSOGAYSA odzi AG NBFIftfte AayQid OSNE O2YLINBKSyaAac
w2yS R2ffFN alAyye LAffQK b2oQ

Y. 2NAY3IQ
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But others bllow the advice
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The young people were asked how they prefer to get their information about staying safe online and
thisis a text analysis of their replies:

Adult common sense M UIM Taught FrlendS Face to
FaceFamily video Parents Lesson Scho

Olsate TEAChET intemet TrUSt Leam TelliNG 6
erienceASk Tal k|ng

If you wanted to report something that has happened to you or to a friend, or get some online
help, would you talk to any of these people or services? You can tick more than one box.

| would not know where to report it 13%
L R2Y QG GKAY] NBLRNIAY3I KSt LA 12%
| would tell friends 38%
| would tell parents/carers 69%
| would tell a brother/sister/relative 36%
| would tell a trusted adult 59%
| would tell another student/peer mentor 17%
| would tell the police 27%
| would visit an online support group 9%

L WR dzaS | OKIFNARGE 2N KSfLXAYS 8%

LOQR NBLRNI Al (G2 GKS ¢So0aAradsS 2N as 27%
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30% had helped a friend who had a bad experience
Someone who was bullied told their parents and carers about it.
WL aFAR L Y GKSNB F2NJ 0KSY AT (KSeé ySSR KSf LIQ

WL KFER F FNASYR 6K2 gl a KIQJAy3d -HaNRIdeidhe paredts/ f Ay S ¢
YR SyadsaNBR aKS KIR KSt L®Q

Wi IANI L 1ySg gattlde tieSabdisheywas p@tibdNdorryingltinQs\oR het

shapchat story which made me and my friend, who's house | was at at the time this happened, worry

about her, therefore we rang Childline and they gave us some good advice to help with the situation,
however most of things they told us was pretty useless. Generally | think you can only help yourself
a2YSGiAYSa 0SOFdzaS LIS2LX S tA1S FRdzZ §a R2yUdid dzy RSN

WL g2dA R Sttt GKSY G2 G4Stf | Nz GSR FRdzZ d | yR

WL ALR]TYRIF26RSYKISY (GKS@ 6SNB g2NIK a2YSUKAYy3I |\
GKS@QNB [ YITAy3IoQ

WL KIgS G2tR GKSY GKIG GKS o0Sad GKAy3a G2 R2 Ad N
advice) then | have told a trusted adult about the situafimnthem to then take it further to come
up with a solutionis2 YS 4 & ®Q

WL GNRASR (2 NBFaadaN®S GKSY FyR YI1S GKSY ¥SSt 273
of them as an ant behind a mound of dirt, and you a giant, shadowing them, av&poRh y 3 (1 KSY P Q

Wspoke to them because they were in my class and it helped them because | told her that there was
many people in the world who go online to be nasty and you have just got to ignor€them.

The LAW

Students were asked if they know that sonmanline behaviour is illegal.

86% said they understand what is illegal

11% are not sure

3% do not understand what is illegal

Do you think young people need lessons on online life and what the law says?
Two third believe young people need lessons on onlfeeahd what the law says.
25% do not know

9% do not think young people need this.
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